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Foreword

One day last year, the chief executive officer (CEO) of a large media company
received an alarming e-mail. The sender said that he had gained access to the
computer system of the CEO s company. If the CEO were willing to pay a
large sum of money, the sender would reveal the weaknesses that he had
found in the company s computer system. Just to ensure that they took him
seriously, he attached to the e-mail several sensitive files (including
photographs) that could only have come from the company s network. This
occurrence was not a drill it was reality.

As you might expect, this kind of problem went straight to the top of the
to-do list for the victimized company. The CEO needed many immediate
answers and solutions: the true source of the e-mail, the accuracy of the
sender s claims, the possible weaknesses that he might have used to break
into the system, why the intrusion detection system did not trigger, the steps
that they could take to further tighten security, the legal actions that might be
possible, and the best way to deal with an adversary living halfway around
the world.

For several months, many people including computer security
professionals worked to gather information and evidence, to secure the
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